System aspect relating to software development

Standards
Title Objective DO 178b IEC 61508 MIL-STD-498 ISO/IEC 12207 1ISO 9000-3
summary
The standard
sets out

guidelines to

The term system may mean & The standard covers | facilitate the

Scope of the The hardware/software system, | the processes for | application of

Standard
Interpretation
of system

interpretation
of these terms
varies with the

The standard covers only
the software development
portion of an airborne
system development.

Part | governs general development of a
system comprised of electrical and/or
electronic components. Part 3 covers the
software development of this system.

for which the standard covers
only the software portion or &
software system for which thig
standard governs overall
development. (1.2.4.1)

acquiring, supplying,
developing and
maintaining a software
or a system including
software.

ISO 9001 to
Organisations
designing,
developing,
supplying,
installing and
maintaining
software.

Use of terms: acquirer, contract, developer...

and software| standards.
Software
Requirements
Data flow f?gfndse;ls\;gi S;/féeiwpi?;ettgtrﬁgl;gﬁwggs The specification of the reql_Jirements for
from system safety life cycle e.g.: criticality software safety shall be derived from the
A > ' Ispecified safety requirements of the E/E/PE
to software | requirements software level, safety -
Iy . . safety-related system and any requirements|
processes within the strategies and design of safety planning. (7 .2.2.2)
safety constraints (2.1.1) yp g.(r.2.2.
assessment
process.
Data flow The software Da_ta includes: faul_t Software safety requirements shall be
from ' Design . contamment_ boundaries, expressed and structured such that they are
software to implementationsoftware requirements, erron traceable back to the specification of the
system shall be traced | Sources detected or safety requirements of the E/E/PE safety-
processes to the system [eliminated through software related system. (7 .2.2.6.b)

safety

architecture. (2.1.2)

The developer shall define
and record the traceability
between the CSCI (software
configuration item)
requirements and system
requirements. (5.5)

System life cycle
Processes and
software life cycle
processes shall be
consistent. (1.2)

The standard
does not
address the
data flow
between
software
process and
system
process.




Definition of

To define the
System
criticality

categories, the|
software
levels, their
relationship
and the way to
derive one
from the other.

The failure condition
category of a system is
established by determining
the severity of the failure
effect (functional capability ,
material and human
consequences). This
categorisation is qualitative.
(2.2.1) The software levels
are linked to the previous
categories: they are based
upon the contribution of
software to failure
conditions. Each software
level corresponds to a
failure condition category.
(2.2.2) The standard
provides a guidance on
software level definition.
(2.2.3)

The system safety assessment process

of hazard . frequency of occurrence),
identifies the need for risk reduction (7.4 in
part 1), specifies safety functions for each
hazard in order to reduce risk (7.5 in part I)
and allocates each safety function to the
hardware and software (7.6 in part1). A
safety integrity (probability) is defined and
allocated to each functions. The safety
integrity may be defined qualitatively or
guantitatively. Two types of probability
pertaining to different modes of operation
(low demand and high demand modes) are
presented. (7.6.2.5 in part | ). Then each
failure probability corresponds to a level
which is the safety integrity level of the
function. (7.6.2.9 in part I). The software
safety integrity level is directly derived from
the safety integrity level. Requirements in
the case of software functions of different
safety integrity levels are given. (7 .4.2.8)
The case of non-safety functions is

specified (7.2.2.10 and 7.4.2.7)

identifies hazards and risks (consequences

The developer shall identify
as safety-critical those
software whose failure could
lead to a hazardous system
state. For such software, the
developer shall develop a
safety assurance strategy,
including both tests and
analysis, to assure that life
cycle procedures minimise ol
eliminate the potential for
hazardous conditions. The
strategy shall include a
software safety program and
be recorded in the
development plan. Evidence
shall be produced, that the
strategy has been carried out.

(4.2.4.2)

This international
standard does not
address safety.

This
International
standard does
not address
safety.




Svstern aspect relating to software development

Standards
Title Objectlve DO 178b IEC 61508 MIL-STD-498 ISO/IEC 12207 | 1SO 9000-3
Summary
Relation The aim of . : Standard states the need for necessary
Between Architectural Subs.ectlon 2.3 (and2.2.3) prowdes risk reduction (7.5 in part I) including The standard
C a guidance on several architectural . . S The standard does
system strategies is to . oA : system architecture. No guidance is given| The standard does not does not
] S . strategies: partitioning, multiple . not address safety
architecture | limit the impact : i on how to reduce risk and how system address safety. address
version dissimilar software and .
and software | of errors and to architecture could be used to decrease safety

safety monitoring

levels detect them the risk.
System
ConS|dera_t|_ons Guidance on: user-modifiable,
for specific option- selectable, cots and field-
software P '

architecture
characteristics

selectable software (2.4 and 2.5)

Interaction
Between
software life
cycle and
system

verification.

This interaction
should be taken
into account.

System verification is not covered
but system verification may provide
a significant coverage of the code
structure. (2.7)




Software life cvcle

Standards
Title Objective DO 178b IEC61508 MIL-STD-498 ISO/IEC 12207 ISO 9000-3
summary
The developer shall specify & A software
A safety lifecycle for the life development project
development shall be selected and cycle model. (5.3.1.1) This [should be organised
A life cycle. specified during safety planning. standard can be tailored according to an

xquirements for

composed of
separated but

For each software a life
cycle should be elaborated
but neither a preferred type

(7.1.2.1). A lifecycle model different
from the model of this standard can

The acquirer is responsible
for tailoring the standard i.e.
specifying a subset of the

(removal
ofprocesses) by the acquirer

agreed life-cycle
model. Quality-

) i i | be elaborated provided that all the - (Annex A). It does not related activities
lif | interacting elab _ _
1E11e I | processes, | oTIe TS0, [ ohecies and equremenis are [Nt o e Sanear] | prescrbea | sho be lannes
should be | ©r9anIs ! met. (7.1.2.5) The standard pecrying specific life cycle model (1.5)| and implemented
o required ( section 3) . . cycle. (1.2.3) .
specified. provides the same requirements for| If with respect to the
the overall lifecycle (7.1.4.1 in part possible, each process shall nature of the life-
. be cycle model used.
improved (7 .3) This part of ISO
The life cycle, called software 20001s |Pte?ded for
The life cycle processes The lifecycle phases are: development process in the [Life cycle processes include: irregpgclt(i:\e/lelc())? the
are: - requirements specification. standard, includes: development (including Iife-?: cle model
- planning, . design and development, - project planning. requirements, design. coding. us)(/ed AN
- development - integration, - requirements analysis tests, integration). . integral ANy
— . . L : . . description.
. To list life (requirements, design. - validation. (clause 7) -, design, processes (including )
re life cycle N h ; . . . ; guidance,
cesses Cycle coding, integration) and Quality and safety assurance - implementation, configuration management. requirement or
processes - integral processes procedures shall be integrated intg - integration, quality assurance, 9 :
2 ; . ; o o A . structure of this
(verification, configuration lifecycle activities. (7.1.2.2) - qualification verification) (5.3). The life international
management quality Software development planning is| - - integral processes. | cycle shall be managed as Standard is not
assurance, certification [covered by part 1 and is included in (4.1) Risk management [specified in the management| intended to indicate
liaison) (3.1) the system safety planning. shall be performed. process (7.1) i lif |
(5.19.1) a specific life- cycle
model. (5.1)
The life cycle activities
The activities| should be specified. The
of each sequencing of processes The life cvcle activities ma The activities and tasks of thelA life cycle mode wil
process. Theirldepends on the project and . . y may development process shall bejidentify a number of
- - Each phase shall be divided into | overlap. may be applied o
. chronology [processes may be iterative. ; . . . selected. These activities and|processes and may
zle Process and the le of Iif le of elementary tasks with a well iteratively or differently to tasks may overlap or interact specify the
finition he | Exampleoflifecycleof | yofineqinput, output and activity | different software elements y overiap or | pecily the
responsibilitig software are given - and may be performed sequence in which
. R : for each task. (7.1.2.3) and need not be performedin| . . .
s for them including: previously a specific order. (4.1 iteratively or recursively. [these processes are|
should be developed software, P -(4.1) (5.3.1.1) performed. (5.1)
specified.. | partitioned function and

prototyping (subsection 3.2




Software life cycle

Standards
Title Objective DO 178b IEC 61508 MIL-STD-498 ISO/IEC 12207 ISO 9000-3
Summary
The standard does not allow the
Transition specification of transition criteria.
P Items that shall be checked
Criteria should h A
. during the verification of each
be established, Criteria depend on planning and | lifecycle phase are specified in
Transition |These criteria ; i o The standard
Criteria are used to software level. Examples are given, 7.9.?.6 (The transition criteria The standard does not specify The standard does not does not specify
: Feedback from other processes are: the verification result is " i specify the use of
Between | decide to re- S ; g T the use of transition criteria. 2 e the use of
and partial inputs are considered. | positive). If a modification in an transition criteria. o o
processes enter a - . . transition criteria.
(3.3) earlier safety lifecycle phase is
process or to )
HI required, then that phase and the
initiate a new .
one following phases shall be
repeated. (7.16.2 in part | and
7.1.2.8)




Life cycle
data

Data produced
during the
software life
cycle should
be defined.

Data is produced during the life
cycle phase to plan, direct, explain,
define record, or provide evidence
of activities. Data should be
unambiguous, complete, verifiable,
consistent, modifiable and
traceable.

No specific form is required by the
Standard but data form should
provide for the efficient retrieval

and review of data throughout the

service life. Data can be placed in
one or two categories related to the
configuration management control
placed on the data.: CCl and CC2.
CC I requires more configuration
Management control of the data
than CC2. The minimum category
assigned to each data item, and its
variation by software level, is
specified in Annex A. No particular
data packaging method or

Organisation is required. ( section Il

) Data produced during life cycle ig

: Planning data (see software
planning process), software
requirement standards, software
design standards, software code
standards, software requirements|
data, design description, source
code, executable object code,
software Verification cases and
procedures, Software verification
results, software life cycle
environment configuration index,
software configuration index,
problem reports, software
configuration management records,)
software quality assurance records,

software accomplishment
summary.

for effective performance of each

document control scheme (5.2.11

The results of carrying out the
lifecycle activities shall be
documented. (7.1.2.7) The

documentation shall contain

sufficient information necessary

phase of the lifecycle and of
each, planning, verification and
functional safety assessment
activity (5.1 in part | ). Data shall
be accurate, concise,
understandable, consistent with
the purpose, accessible and
maintainable (5.2.6 in part ). All
relevant documents shall be
revised, amended, reviewed,
approved and be under the
control of an appropriate

in part I). The standard provides
form and structure
requirements.(clause 5 in part I)
Data produced during life cycle
are: planning data (see safety
planning), software safety
requirements specification,
software safety validation plan,
software design description,
software test specification,
coding standards, source code
listing, code review report,
software test results, software
safety validation
results, software modification
impact analysis results,
modification log, verification
report, software functional safety
assessment report, software
configuration management data.

'The developer shall establish,
control and maintain a
software development library
and software development
files for the duration of the
contract. (5.2.3 and 5.2.4)
Form and content of each
required document are
thoroughly specified in the
Data Item Description (DID).
Data item are: software
development plan (SDP),
software test plan (STP),
software Installation plan
(SIP), software transition plan
(STrP), operational concept
description (OCD),
system/subsystem
specification (SSS), interface
requirements
specification (IRS), system,
subsystem design description
(SSDD), interface design
description (IDD), software
requirements specification
(SRS), software design
description (SDD), database
design description (DBDD),
software test description
(STD), software test report
(STR), software product
specification (SPS), software
version description (SVD),
software user manual (SUM),
software input/output manual
(SIOM), software centre
operator manual (SCOM),
computer operational manual
(COM), computer
programming manual (CPM),
firmware support manual

This international
standard is not
intended to prescribe
the name, format, or
explicit content
of the documentation
to be produced.
Moreover the standard
does not imply that
documents be
developed or
packaged separately
or combined in some
fashion. (1.5)

Life cycle products
(data) shall be
identified in a plan.
Each identified
document shall be
designed in
accordance with
applicable
documentation
standards. Automated
documentation tools
may be used. (6.1)
Each process shall be
documented. The
documentation shall
be reviewed (
completeness,
consistency,...). (6.4.2.

7)

(FSM).

The supplier
should establish
and maintain
documented
procedures to
control all
documents and
data. (6.2.1) The
documents and
data shall be
reviewed and
approved for
adequacy by
authorised
personnel prior to
issue. (6.2.3)
Changes to
document and
data shall be
reviewed and
approved by the
same
organisations.
(6.2.4)




Independenc
e of those
performing

the life cycle

activities

The
Independence
of
those
performing the
life cycle
activities shall

The independence of those
performing the life cycle activities is|
graded against software level.
Tables in annex (see tables A.l to
A.l 0) specify whether each
objective should be satisfied with
independence or not.

The standard only specifies the
Independence of those
performing the functional safety
assessment (FSA). The minimum
level of independence of those
performing the FSA is graded
against the software integrity
level

The standard does not
address the independence of
those performing the life cycle

activities.

The standard specifies|
that those performing
the verification,
validation and quality
assurance
activities may be
independent.

The standard
does not address
the independence)

of those
performing the life|
cycle activities.




Software planning process

Standards
Title Sjbrf;t;‘; DO 178b IEC61508 MIL-STD-498 ISO/IEC 12207 ISO 9000.3
To define the means of The supplier should define
producing software which will and document how the
satisfy the system requirements requirements for quality will
Specification and provide confidence which is be met.:(4.2.3.) The supplier
of plans and consistent with airworthiness should give consideration to
General P requirements. To specify all the i . the following activities:
) standards _— . Planning is an intrinsic ) '
requirements that direct the characteristics of the life cycle part of the -the preparation of quality
for the development (its environment and its development process, _ plar_1_s _
planning and the standards) and to make up ' to be performed - the identification and
process inteqral [P'ans (4.1) Plans and standards|To define the management andre ardless of whether| The planning process acquisition of the
9 to be produced, and the technical activities during the |"€9 ; X - development
processes ) ; X a deliverable is shall be carried out as .
independence of those lifecycle and to define the ired. Th ified in th environment, test tools,
forming the planning processfresponsibilities for each phase required. “he specihied in the simulation or emulation
per : oS T B developer shall  [management process (7 A .
are graded against software or for activities within each develop and record 1.2) facilities, techniques,
level (table A.l in annex A) phase. (6.1 part1) plans. This planning - resources and skills..
To define the|Requirements for the planning shall be consistent ) co-menast?brillri]tg g;ethe
planning | activities are given. Strategies with system- level rocesSes thgu datin
Plannin activities, to | for error prevention and plan planning. (5.1.1) %f verificatibn vallci)datior?
9 precise their | reviews should be integrated d testi t’ hni
process timing and into these activities. Each and testing techniques
activities e -the identification of suitable
the means of characteristic of the verification -the identification
executing |development process should be and preparation of qualit
them taken into account (4.2) prep q y

records.




5 plans should be made up,
define the transition criteria and
take account of apossible plan
change due to feedback. Plans

to be produced are : . plan for

This process is termed the
safety planning (management
of functional safety in part 1
and software quality
management system in part 3).
(subclause 6.2 of parts 1 and 3)

The planning shall
include all applicable
items in the software

development plan.

Separate plans for
quality assurance and

configuration
management may be
developed (5.1.1). The

The supplier should
develop and document
the project management
plan(s). This plan should
specify all overall
responsibilities,
environments, activities,
Standards, tools...
(5.2.4.5) The developer
should establish

Several plans should be
established: quality (4.2.3.1.a
and 5.5), development

Plans software aspects of certification The functional safety planning| plan provides the |development plans. The 5.4.2), configuration
. software development plan . (shall define the strategy for the| acquirer insight into, |plans specify standards, (5.4.2), nhgurat
S . =~ Imanagement, integration and
software verlflcgtlon plan software procurement, and a tool for methods, tools, activities tests plan (5.4.2.i)
- software configuration development, integration, [monitoring, methods,| and responsibilities. P s
management plan — software | verification, validation and | activities, schedules, | (5.3.1.4) After coding the
quality assurance plan (4.3) modification to the extent organisation and |developer shall establish
required by the SIL. (6.2.2) |resources. (SDP 3.2) an integration plan.
Plans shall be subject| (5.3.8.1) Separate plans
to acquirer approval. | for safety requirements
(5.1.6) management can be
established. (5.2.4.5.e)
Itis used by During the safety planning, the
the Following should be This standard does not
certific_ation It should include a system and conside_re_d_: _-policy, strategy, ert " require ? pl?n f(i_rf_softt_ware
the plan | determining |SCare overview, asummary | ERROS R0 B2 BT TRLIE | edent | The standard does not | E2b8ES e heuid
' P Elermining | ¢ certification basis (including ifecycle phases 1o be applie Jepel require that the developer a ypla
for software | whether the software level), a summary of -documentation structure verification and establish a plan for be established, reviewed,
aspect of | proposed life cycle proce,sses and data -information extent \validation agents shall software aspects of agree.d and upd.ated.llt should
certification | software life the schedule and other | -measures and techniques | be planned (SDP certification specify all quality objectives,
cycle -procedures for ensuring staff 10.2.5.19.5). : defined input and output

complies with
the software

level.

additional considerations. (11.1)

competence
-requirements for periodic

functional

criteria, responsibilities and
planning. (5.5)




Software planning process

quality assurance|
process.

methods), activities, transition
criteria, timing and records definition.

(11.5)

-scope and safety bodies
involved (8.2.8 in part )

Standards
Title Objective DO 178b 1EC 61508 MIL-STD-498 ISO/IEC 12207 1ISO 9000-3
summary
The development plan
-procedures for ensuring reTSi?(;cr)#grrl]t;O(rSmDP should define how the
prompt follow-up and q project is to be managed,
; : 10.1) and thorough
satisfactory resolution of con.tent requirements including the nature and
. . . . recommendations arising =q ) frequency of reports to
) It should specify | It may be included in the previous f he diff lif le | @re provided about: O
the everything that plan. It should include the rom the different lifecycle processes (including The development management taking into
software concems the development standards and - phases a short imprecise (englneerlng) P'af?“'”g account any contractual
developme d : . .. | - modification procedures . shall be specified in the| requirements. Progress
evelopment | environment, and details for the life h hout lif le - Instruction about :
nt plan Pr le implementation. (11.2 throughout lifecycle fot ran development plans. reviews should ensure
ocesses. cycle implementation. (11.2) modification procedures for| sa esi/a?]?jzurdas ce), effective execution of
\validated software (7 .8.2.6) environmen’t development plans (5.4.1).
-procedures for reviews schedljle Subclause 5.4.2 specifies
configuration management (SD’P 10.2) ) what the development
' plan covers.
The plan should include :
- the description of the configuration
management environment
It should (procedures, methods, tools...) (corrective action to be
establish the [the activities (configuration taken shall be addressed by
- the | Methods to be identification, baseline and the software verification | L configuration
software used to achieve [traceability, problem reporting, planning 7 .9.2.2.€) - management The configuration The configuration
configurati the objectives of [change control, change review, procedures for analysing planning is specified management plan shalllmanagement planning is
on the software [configuration status accounting, operations and in the software describe activities, specified in the
Configuration [archive, retrieval and release, maintenance performance procedures and development plan (see
manageme . development plan ST >
nt plan management |software load control, software life | procedures for analysing, (SDP 10.2.5.14) " responsibilities. (6.2.1.1 5.4.2.h and 5.4.2.1)).
P process cycle environment controls, software minimising and B
throughout the [ife cycle data controls) documenting potential
life cycle. - -transition criteria hazards.
- software configuration management
data
- supplier control (11.4)
The supplier shall
It may include a description of devilogét(io:uz\;ir;t and
It should process improvement, metrics and| The plan for functional agsuranc?e Ia¥1 This standard does not
- the establish the |progressive management methods. It| safety assessment shall Quality assurance | (5.2.4.5.q) ThF()e lan explicitly require a quality
fi methods to be |should include the quality assurance| specify: -responsibilities, | 1y 8 ified .h- Ii -9). P assurance plan, but the
so L\;\;allirte used to achieve [environment (scope, organisational| competence and level of painnnt'ﬂg IssofSt\F/)vzcrlele S atl' .?_ncomp?tss supplier shall establish
assu?ancé/ the objectives of| responsibilities and interfaces, |independence -resources development plan stZ(r:wcli\grlgs' ggr?tlrgct and maintain documented
plan the software standards, procedures, tools and and outputs (SDPplo 5 5|016) ’ reviews méthodology procedures for planning

procedures, data
schedule, responsibilities
and tools.

(6.3.1.3)

intemal quality audits.
(4.3)




- the
software

It should describe|
the verification
procedures to

satisfy the
verification
processes
objectives.

It should include the organisation, the
independence methods, the
verification environment, the

verification methods and transition
criteria of the verification processes,
and considerations for Establishing
independence and for specific cases
(partitioning, previously developed
and multiple-version dissimilar
software). (11.3)

documented. This planning

technigues, tools to be used

The verification shall be
planned concurrently with
the development, for each

lifecycle phase and this

information shall be

shall refer to the criteria,

in the verification process.
(7.9.2.1 and 7.9.2.2) There
is a specific chapter for
safety validation planning.
Safety validation covers the|
system-Level verification of
the compliance of the
system with safety
requirements. (7.3)

Test planning shall
Include all applicable
items in the software
test plan. (DID STP)
Reviews are planned
in the development
plan (SDP 10.2.5.18)

The supplier shall
develop and document g
plan for the verification
and validation
(5.2.4.5.h). The tests
shall be planned and
documented concurrently

ith the development, for
each related life cycle
phase. Test planning is
specified in the
integration plan. (5.3.8.1)
A verification (review)
plan (6.4.1.5) and a
validation plan (6.5.1.4)
shall be established and
include: life cycle
activities to be verified,
resources,

responsibilities and

Test planning is specified

in the development plan.
(see5.4.2.eand 5.4.2.i
and 5.7.5.1) The
verification activities
should be planned and
conducted in accordance
with The quality plan or
documented procedures
to ensure that design
outputs meet the design
input requirements.
(5.7.2.1)




Software plannlng process

Standards

Objective DO 178b IEC 61508 MIL-STD-498 ISO/IEC 12207 ISO 9000-3
summary

Title

This international
standard only
Planning requirements, addresses the
selected life cycle processes,|development plan.
standards, procedure, The development
environments, resources and plan should be
competence shall be verified reviewed and

To ensure that | The review and assurance of the
the plans and [planning process shall ensure that :| The requirements developed The standard does no
Review and|standards comply| - methods are compliant with the | from the safety planning shall specify such reviews

assurance of with all objectives -life cycle processes can| be formally reviewed by the Updates to plans sha.II
the planningrequirements and  be applied consistently - each |organisations concerned, and|, ' subject to acquirer

process | that means are [process produces evidence that its| agreement reached. (6.2.3 in approval. (5.1.6)
provided to outputs can be traced to their part) T (6.4.2.2). approved before
execute them [activity and inputs (subsection 4.6) execution. (5.4.1
and 6.5)

.SDP is an acronym that means Software Development Plan.
This plan is described in the Data Item Descriptions (DID).
The paragraph 3.2 refers to the DID section describing the SDP.



Life cycle environment

Standards
Title gjbrjnerﬁgg DO 178b IEC 61508 MIL-STD-498 ISO/IEC 12207 ISO 9000-3
The life cycle
environment
planning shall be The suppli
. . o pplier should
A suitable set of integrated tools, i:gﬁdségr;gzrdelsifno;r de?/%?glf:ﬁgr::] t&is give consideration to
To choose an environment with the aim|including languages, compilers, discourage thpe us)é of Seepalso tﬁe ‘| the identification of
of improving error detection, prevention|configuration management tools, 29 the development
. . - | any particular software Infrastructure ; t test
The methods and tolerance.(4.4) Considerations apply|and, when applicable automatic development method. | process (7.2.2.i) environment; tes
' lto the methods, notations, programmingjtesting tools, shall be selected for . o e tools, simulation or
tools programming : The developer is This international . .
rocedu,res languages, method used for coding, [ the required SIL. (7 .4.4.2) The responsible for selectinal standard does not emulation facilities,
Life cvele F;o rammin’ software development environment tools|standard requires/recommends mepthods (foreword 5)9 rescribe a s eCmctechniques, resources
€ cy prog 9 and software verification and the use of specific techniques ' P P and skills that may be
environmentflanguages and ; - : The developer shall use software ded t hi
lanning |hardware used configuration management tools. DO (and measures for each lifecycle systematic, documented|  development needed to achieve
P 178B does not require the use of an hase commensurate with the ! ) the required quality.
to develop and ye q . y P : . methods for all software| method (i.5). The 9 quaiity
verify should specific method or technique. Methods, [ SIL (see tables Ai to AiO and 81 development activities. | develo ér éhall (4.2.3.2) Whether
; rules, constraints and tools shall be to 89). Selecting Techniques P ) Pel these tools and
be defined. e These methods shall be| choose, tailor and .
specified in terms of Development | from annexes A and 8 does not described in. or use standards techniques are
Standards. (See Software development| guarantee by itself that the referenced fror’n the |methods. tools a’nd developed internally,
standards) required s_afety inte_grity will be software develop’ment progra;mming or purc_hased, the
achieved. (7.1.2.6) plan. (4.2.1) languages that are syppller should
documented and validate them. (6.6)
appropriate
(5.3.i.3).
Qualified tools to minimise the risk to the|
final software should be chosen. A To establish, control
To establish verification process and standards in and maintain an The endineerin
Developmen the agreement with the software level should[The design method chosen shall engineering envirogment isg
t development be developed. An error introduced by possess specific features. environment in specified in the See above
environmenty -t | one part of the environment should be (7.4.22and 7.4.2.4) compliance with the |, o = Lt Dlans
" |detected by another part. Specific cases functions to perform. P P |
are analysed: tools in combination and (5.2.0)
optional features of software tools. (4.4.)




Language

n

and compiler|
consideratio

To take into
account the
choice of
compiler and

software
planning and
verification
activities.

language in the

The standard highlights the need to
carefully consider the language and
compiler which may impair the
traceability between the source code
and the object code. Planning process
should provide means to ensure
verification coverage and define the
means in the appropriate plan. The
Planning process should consider the
particular features and changes of the
programming language and compiler
(4.4.2)

A suitable set of integrated tools
including languages and
compilers shall be selected. (7
.4.4.2) Requirements for the
programming language are
provided (7 .4.4.3).

1

The standard does not
provide a specific

and compilers.

guidance for languages|

not provide a
specific guidance
for languages and

compilers.

The standard does

Tools used in the
design and
development, such as
CASE tools,
compilers,
assemblers, etc.
should be qualified,
and placed under
configuration control.
Where practical,
qualification should
take place prior to
use. (5.6.4)

Test

environment

Qualified tools,
methods,
procedures and
hardware to
test the outputs

of the
integration
process should
be chosen.

Certification may be given for testing
done using an emulator or a simulator.
Emulator and simulator should be
qualified as defined in i2.2. In case of

and the emulator or the simulator, the
ability to detect potential errors should
be considered and detection of those
errors should be provided by other
software verification process activities.
(4.4.3 and i2.2) The test should be
performed in the integrated

differences between the target computer

including when applicable
automatic testing tools, shall be

are issued from tables in annex
IA. Methods such as probabilistic
testing, dynamic analysis and
testing, data recording and
analysis, functional and black
box testing, performance testing,
interface testing, formal proof,
static analysis, software
complexity metrics are required
for software testing for higher

/A suitable set of integrated tools,

selected (7.4.4.2). Suitable tools

To establish, control
and maintain a test
environment to perform
qualification and
possibly other testing.
(5.2.2)

Methods,
techniques and
tools necessary to
the verification
process shall be
chosen (6.4.1.4)

A guidance on what
should be considered
in establishing the
test environment is
provided
insubclause5.7.5.i.




target computer, since errors are
only detected
init. (6.4.1)

safety integrity level.
The
required/recommended
use of
methods is indexed
against the
software integrity level
(SIL).




Software development standards

t standards

consistency
should be
specified in terms
of development
standards.

requirements (design standards;
11.7) and to code the software
(code standards; 11.8). They are in
compliance with the safety-related
requirements and are a basis for
the verification process. (4.5)

standards are provided. (7

.4.4.6) Methods, techniques

and tools concerning other
processes are not specified in
terms of standards (See Life
cycle environment planning).

procedures and test
results. These
standards shall be
described, or
referenced from, the
software development

adequacy of a
standard shall be
evaluated prior to
each process
using it.

Standards
Title gjbrfr%tg’@ DO 178b IEC 61508 MIL-STD-498 ISO/IEC 12207 ISO 9000-3
: The developer shall
mTeTﬁsgssﬁJr}ggrgr?ddt%ftl)Tsett:ebe Coding standards shall be developandapply |4 gevelooment This international standard
Rules and used to d’evelo the hiah-Level specified and reviewed by the standards for standardspshall does not require explicit
constraints for ; P g assessor. (7 .4.4.5) representing = [standards but rules, practices
requirements (requirements : ! . be specified in )

the development standards: 11.6), the software Requirements for the_ requirements, design, the development and_c_onv_entlons should be
Developmer process and its architecture and low-Level specification of the coding | code, test cases, test plans. The specified in the development

plan (5.4.2.h and 6.5). ISO
900-3 addresses elsewhere
Design rules (5.6.3.a) and
programming rules,
languages and
conventions (5.6.4).

plan. (4.2.2)
Software development processes
Standards
Title Objective DO 178b IEC 61508 MIL-STD-498 ISO/IEC 12207 ISO 9000-3
summary
The standard identifies the notion
of requirements (high level Itis imperative that
require_men_ts issued from the design and
Development |re uirZ?neeC:tlg?;ISS’e(ljogt)lrivglesi n This international implementation
op! qu , an. standard describes thelactivities are carried
activities derived (non directly traceable to architecture of the | out in a disciplined
(requirements, | specification or design)). The - The standard does not| software life cycle | manner, in order to
General | design, coding |document requires that standards| All development activities are .
. . - . provide general processes but does | produce a product
requirement| and integration) are set and are followed. performed with respect to the . . : :
L > . . . requirements. See the [not specify the details| according to the
S are applied in [Traceability shall be ensured at alll required safety integrity level. following objectives. |of how to implement or| specification rather
compliance_ with stages_._Pogt certification perform the activities | than depending on
the planning modlflcatlon§ are not and tasks included in the test and
process aIIowed.(sect_lo_n_ 5) The the processes. (1.5) | validation activities
development activities and the for assurance of
independence of those performing quality (5.6.1)
them are graded against software e
level (see table A.2 in annex I).




Software
requirement
S process

From the outputs
of the system life
cycle, this
process develops,
the software
requirements
data.

Objectives are:

- high-Level requirements are
developed (functional,
performance, interface and safety-
related)

-derived high-Level requirements
are indicated to the system safety
assessment process. Software
requirements data are produced
(5.1and 11.9)

Subclause 7.2 Requirements are
specified in terms of the
requirements for software safety
functions and the requirements for
software safety integrity. (7.2.1.1)
The requirements must be
specified in sufficient detail to allow
the Development, the functional
safety assessment and the
achievement of safety integrity.
(7.2.2.3) Outputs shall be precise,
verifiable and traceable back to the|
system requirements. (7 .2.2.6)

The developer shall
define and record the
software requirements
to be met by each
configuration item
(CSCl), the methods to
be used to ensure that
the requirements have
been met and the
traceability between the
CSCI requirements and
the system
requirements. (5.5)
Requirements are
specified in DID SRS
(Software Requirements
Specification).

The developer shall
establish and

document the software
requirements (5.3.4.1).

The outputs shall be
traceable back to
system, consistent
with System
requirements,
verifiable (5.3.4.2).

The supplier should
develop the
requirements
specification in close|
co-operation with the
customer and obtain
its approval. (5.3.1)
The interfaces
should be specified
in the customer's
Requirements
specification. The
requirements should
be expressed in
terms which allow
validation during
product acceptance.

(5.3.2)




Software development processes

Standards
Title gjbrf;txi DO 178b IEC 61508 MIL-STD-498 ISO/IEC 12207 ISO 9000-3
General requirements on design The developer shall The standard
The obiectives are: method and design establish and document provides a
- software archiiecture and iow-level implementation are given. (7.4.2) | The process includes: the software guidance on
The software |requirements are derived from high- As far as practicable the design CSCI (software architectural (high-level)ldesign (5.6.3) and|
architecture level requirements shall minimise the safety-related | configuration item) - design (5.3.5). The |addresses the use
Software should be |- derived low-level requirements are|Part of the software. (7 .4.2.6) The|wide design decisions,|  developer should of past
desian  |defined and low- rovided to the s gtem safet software architecture (7.4.3) shall] CSCI architectural |establish and document|experiences. The
rocgss level passessment prgcess 5 z)y be created and fulfil the software | design, CSCI detailed | a detailed design of | design outputs
p requirements [There is a guidance for desighing forsafety requirements with respect to| design. See each software item [should be defined
dqeveloped user- modifiable software. (5.2.3) the required SIL. The software | requirements in DID | (5.3.6). The outputs |and documented
) Design data shall be produc.ec.i shall be SDD (Software Design| should be traceable [in accordance with
esigned and implemented and be escription). ack to requirements, the chosen
(11.10) " |designed and impl dandb D iption) back i he ch
’ analysable, verifiable and capable] consistent with software] methodology
of being safely modified (7 .4.5). requirements, verifiable (5.6.5).
From the Software The developer shall
hs_?ftvtvare d Objective is : Source code is To develop detailed code that |mpler|nedntat|c:jr_1 shall co%edeatlcg SOftVé&;GYUFIt
arc II eclurelan developed that is traceable, fulfils software safety requirements| |nctu € C? 'ntg_’ "f‘rr;] a? a;se&l : I.d.b).
Coding ow- evte th verifiable, consistent and correctly | with respect to the required SIL, con&pdu ?r :jnsf.rqtg 1ons te ou pE.S E Oll(Jt €
process |[cAUIrements, th&; ., 1o ments low level requirements.| which is readable, modifiable, | 2N data detinitions, raceable back o
source code and (5.3) Outputs of the process are | understandable and testable. (7 building and populating design and
the object code sourée code (11.11) and object code 4.6) ’ databases requirements,
shall be ’ I o corresponding to each|consistent with software| The standard
developed. software unit. (5.7.1) design. (5.3.7.5) provides a
Objective of the integration process guidance on
Executable is : The executable object code is implementation
object code is | loaded into the target hardware for To perform unit pg;,e(ggvglig)grnzrlﬁgn (set of activities
i i . . . i i i . _|which transfer th
generated from | hardware/software integration. The Software integration process is Integration until all perform unit integration ch transfer the
the source code| integration consists of software imolicitly discussed in subclause 7 software in each CSCI (5.3.8.2). Software specified
and loaded into | integration and hardware/software plcitly dis is integrated. (5.8) To C requirements to
. . . X .4.8 (Requirements for software | - ..~ |configuration items shall :
. the target integration. (5.4) Considerations for . - . integrate CSCls with . h executable object
Integration | | dware. The | deactivated code and software _ |, Infegration testing). System interfacing Hardware be integrated Into the code). (5.6.4)
process - : . . integration consists of integrating X . system (5.3.10.1). The AT
integration | patches are given. Evidence should | '« o0 0 the target Configuration Items outputs should be
consists of |be available that a deactivated code ) 9 (HWCIs) and CSCls P
O . programmable electronic hardware - traceable back to
software is disabled for the environments (7.5.1.1) until all CSCls and system requirements
integration and where its use is not intended. s HWCls in the system consistent with syster,n
system Patches are shall not be used are integrated. (5.10) requirements (5.3.8.5)
integration. without re-certification of the A

software. (5.4.3)




Traceability

There should be
a traceability
Between system
specification,
high- and low-
level software
requirements and
source code.

Traceability is systematically
required. It is also explicitly specified
and summarised in subsection 5.5 .

Traceability is implicitly required.
Software safety requirements shall
be traceable back to the
specification of the safety
requirements of the E/E/PE
system (7 .2.2.6.b).

Traceability is
systematically required
(also in DID).
Compliance with these
requirements provides 4
traceability from system
requirements to
software unit and to
each test.

Traceability is
systematically required.

Traceability is not
addressed by the
standard.

Software
support

The process
includes
maintenance, aid
to users and
related activities.

Maintenance is not covered by the
standard.

Maintenance shall be planned (7.
7 in part 1) Chronological
documentation of operation, repair
and maintenance shall be
maintained (7.15.2.3 in part I)

The developer shall
prepare user manuals
and provide assistance

as specified in the
contract (5.12) He shall
provide information to

The developer shall
prepare and update
user manuals.
(specified in each life
cycle phase)

the support

Maintenance is
addressed in
subclause 5.10.




Software verificatlon process

Standards
Title Objective summary DO 178b IEC61508 MIL-STD.498 ISO/IEC 12207 ISO 9000-3
To detect and report errors that may The supplier should
Technical assessmentof _ Nave been introduced during the The verification and plan and implement
the results of both the |s°ftware development processes (6.1).| 1. tast and evaluate the validation process |verification, validation
software development | Vérification is not simply testing and outputs from a given | The standard does | “&" be performed | and test activities for
General and verification includes a combination of reviews, lifecycle phase to ensure |not provide general by an independent all software

requirement

processes with the aim

analyses, development of test cases and
procedures, execution of those test

correctness and

requirements. See

agent as specified
in the contract. The

developments (5.7.1).

. ; ; The verification
s of detecting and consistency, to the extent the following : S
reporting errors and with procedures (6.2). required by safety integrity objectives. relationship with | results should be
! th t
some level of . The verification activities anq the level. (7.9.1) is agentis recorded and
Independence independence of those performing them| managed by the | checked when the
’ are graded against software level. (See supplier (5.2.5.5) actions are
tables A.3 through A.7 in annex A) completed. (5.7.6)
The developer shall
perform evaluations Verification
To document evidence to | (see reviews and activities may
show that each phase has| analysis). The include reviews
been satisfactorily processes to be analysis and tests
completed (7.9.2.4). The evaluated and (6.4) The "|Design verification is
following should be verified| criteria to be used verifica.tion rocess required to be
(see reviews and analysis): are given in may be perE‘)ormed performed at
Combination of reviews To assess accuracy, completeness and software safety appendix D. (5.15.1) by an independent appropriate points in
analysis, development O%verifiability of the software requirements,| requirements (7 .9.2.8), |The developer shall organisation. The the design process
test casés and execution architecture and source code (see architecture (7.9.2.9), test the following verification éffort (but also at other
Activities | of test procedures. The reviews and analysis), and then to test |[design (system 7.9.2.10 and (see testing shall be iustified stages in the
verificgtion roceés is the compliance with the requirements | module 7.9.2.11), code process): (criticality; and the development process,
erformed asp lanned inl (S€€ testing process). (subsection 6.2) (7.9.2.12), data (7.9.2.13). -units (5.7.2), level of 5.7.1). It may
p the verificatirt))n plan Guidance on outputs is provided. (11.13]  The following testing -unit integration independence of comprise formal
’ & 11.14) activities (see testing (5.8.1) : documented reviews
= those performing :
process) should be verified:| -hardware/software of design output,

module testing, integration
testing, hardware-software
integration testing and
safety requirements testing
(see validation).

integration (5.10.1)
The developer shall
also perform a
software- and
system- level
qualification (see

the process shall be
specified. (6.4.1.1)
Life cycle activities
to be verified shall
be assessed.
(6.4.1.4)

validation).

demonstrations or
tests. (5.7.2.1)




Verification process: reviews and analysis

architecture

requirements.

and compatible with

requirements and further

the target computer. It

development, verification or

Standards
Title Objective summary DO 178b IEC61508 MIL-STD-498 ISO/IEC 12207 ISO 9000-3
roﬁgg:?g“ﬁinrfﬁwsents System criticality should be Most design reviews
P for the re\?iews and The developer shall perform );nal sed to er?sure that are scheduled for
vsis of hiah level software product evaluation: revieyws are necessar particular stages of
analysis o tslgll elve Th ificati . in-process evaluations and (6.4.1.1)The ersong. the development,
requllrement ’ O‘?{ eve etovgre' 'C:nlg:‘riég’\géws) final product evaluation. The re.s.olnsiblegor this but may Also be
A . . requirements, sortwarg € per processes to be reviewed espo unscheduled and
nalysis provide a |architecture, software| specified in subclause and criteria to be used are (verification) process shall trigaered by a
repeatable evidence of [ code. Outputs are | 7.9.2.7 . The outputs to be | . have independence and 199 y
General . . o : given in appendix D. (5.15.1) hori d particular problem.
requiremen correctness, reviews recorded in the verified are: safety authority. (6.4.1.3) Detecte The standard
provide a qualitative | software verification |requirements, architecture, non-compliance shall be . -
ts . . . provides a guidance
assessment of results. The reviews | System design, module provided to the problem .
. - The developer shall prepare . on what a review
correctness. and analysis, and the|design and code. The data S resolution process. (6.4.1.6)
independence of thosegused by software shall alsoanOI maintain records of eachi | reyiews aim at ensuring procedure should
fp ing th yb : d evaluation. (5.15.2) The that outputs comply with address. Records of
pe;?;:jnéggag;?S?re € reviewed. persons responsible for psafety Py all such reviews
evaluating shall be . T should be
software level. (See independent. (5.15.3) security _and criticality maintained.
tables A.3 through A5 requirements. (5.7.2.2)
in annex A) o
This process, termed the
The process shall safety requirements
verify that these verification, shall check
Review and requirements are |consistency and control the
analvsis of To ensure that high-level consistent, accurate, | validation plan. (7 .9.2.8).
highy-level requirements comply | verifiable, traceable |The developer shall review
- with the system and compatible with [the requirements to ensure . PP
requwsement requirements. the target computer. | thatthey are adequately Therrsgeuslrse;?;ﬂtievrﬁ”ftlﬁz?On
They shall (_:omply with  defined (7 .2.2.4 and P outputs y
;rt\aenrdeaﬂlélsrege;tls) di 74.1.2) artld resolvef t are consistent, verifiable and
T Isagreements over saiety traceable back to system. The
integrity level. (7.2.2.5). :
process also verify that
The process shall
verify that these The process, termed the : system
) tem desi ' ificati requirements are correctly
Review and requirements are | System design veritication, allocated. (6.4.2.3)
analysis of To ensure that low-level| consistent, accurate, [shall verlfy that thg design s
low-level requirements comply | verifiable, traceable consistent with the
requirement with the high-level and compatible with | requirements and further
q S requirements. the target computer. |development, verification or
They shall comply withl modification. (7.4.1.5 and
the design standards. 7.9.2.10)
(6.3.2)
Review and|To ensure that software| The process shall [The process shall verify that] The design verification
analysis of | architecture complies |verify that architecture the architecture is process shall verify that
software with the high-level |is consistent, verifiable consistent with the outputs are correct,

consistent, verifiable and
traceable back to




shall comply with the modification. The system.(6.4.2.4)

design verification shall control the
standards.(6.3.3) [specification of architecture|
Guidance on integration tests. (7 .9.2.9)

partitioning integrity




Verification process: reviews and analysis

source code

and the software
architecture.

consistent. It shall
comply with the code
standards. (6.3.4)

conformance to the module

standards. The source code

verification shall ensure
design and the coding

shall be verified by static
methods. (7.9.2.i2)

Review and

analysis of

integration
process

results are complete and

To ensure that the
integration process

correct.

Objective may be
performed by a
detailed examination
of the linking and
loading data and
memory map. (6.3.5)

Review and
analysis of
the test
cases,
Procedures
and results

To ensure that code
testing was developed
and performed
accurately and
completely.

Test cases, test
procedures and test
results shall be
reviewed. (6.3.6)

The process is performed
concurrently with the other
reviews and analysis.

Review and
analysis of
the data
used by
software

To verify completeness,

modifiable parameters).

consistency,
correctness, protection
of data used by the
software (internal data,
application data,

DO 178B does not
address specifically
the data of the
software. Guidance is
given on user
modifiable software
(2.4,5.2.3)

Data structures and
application data shall be
verified. Interfaces and
associated software shall be
verified. All modifiable
parameters shall be verified
for protection against
unexpected changes.
(7.9.2.i3)

See the previous table.

to system, and comply with
requirements and coding
standards. (6.4.2.5)

The integration verification
process shall verify that
software items have been
correctly and completely
integrated in accordance with
the integration plan (6.4.2.6).

The standard does not
require reviews of test cases,
procedures and results.

The standard does not
require reviews and analysis
of the data used by software.

Improvemer
t process

Reviews and analysis

shall be performed with

the aim of improving
each process.

This document does
not specifically
address improvement|
process.

This document does not
specifically address
improvement process.

The developer shall
periodically assess the

processes used on the project]

to determine their suitability
and effectiveness, and

identify any necessary and

beneficial improvements. (5.

Each process shall be
evaluated and reviewed to
identify where improvements
are needed. (7.3)

9.7)

Standards
Title Objective summary DO 178b IEC 61508 MIL-STD-498 ISO/IEC 12207 1ISO 9000-3
The process, termed the

module design verification,
shall verify that the module

The process shall design is coln5|stent .V\.”th Fhe The code verification process|

To ensure that source | verify that the source system design specification shall verify that outputs are
Review and|code complies with the |  code is verifiable, | @nd further development, complete, Correct, consistent,
analysis of |low-Level requirements|  traceable and | Verification or modification verifiable and traceable back
(7.9.2.1i). The code

See the previous
table.

The verification
results should be
recorded and
checked when the
actions are
completed. (5.7.6)




Joint review

The acquirer and the
developer shall carry out
reviews to assess the
status and the products

of a life cycle phase.

This document does
not specifically
address joint reviews.

This document does not
specifically address joint
reviews.

The developer shall plan and
take part in joint
(acquirer/developer) technical
and management reviews

(5.18)

Joint reviews shall analyse

both management (6.6.2) andRegular joint reviews

techniques (6.6.3). The

should be

guidance on joint reviews is | scheduled. (5.7.3)

quite detailed.




Verification: Testing process

Standards
. Objective
Title DO 178b 1EC 61508 MIL.STD-498 ISO/IEC 12207 ISO 9000-3
summary
Qualification testing aims
at demonstrating the Before offering the
To The standard requires acquirer that the product for delivery
system- level tests, anyhow if|requirements have been and customer
demonstrate . . N
that the the_compllance with the met. The persons The validation effort shall be|  acceptance, the
. requirements for software responsible for justified and the level of supplier should
integrated R . ) .
system System-level testing is not safety has already been qualification independence of those  |validate the operation
System : established as part of the testing shall be performing the validation shall ~ of the product in
i conforms to | covered by the standard. Itis . - o
validation ; E/E/PE safety-related system,independent. The process be specified accordance with its
the covered in ARP 4754 S . X o
. then the validation need not | shall include testing on |(6.5.1.1). Test cases shall be| specified intended
requirements .
e be repeated. The results shall[the target computer. Two| selected(6.5.2.2) and tests | use, when Possible
specification af ina level hall P i,
the intended _be qlocumented.(? .7) testing levels are shall be performed (6.5.2.3).| under conditions
software level \Validation shall be performed required: CSCI similar to the
' during actual operation. qualification (5.9) and application
system qualification environment. (5.7.4)
(5.11).
The standard requires two test
coverages:
-requirements-based test
coverage analysis (to determine
how well the testing verified the
implementation of the software |[Coverage analysis is implicitiy
requirements) required by the The test cases shall cover Coverage analysis shall be
Test  |Test coverage|-structural coverage analysis (to[recommended use of testing . carried out after each testing[The standard does not
; . ; all aspects of the design. . . - o
coverage |analysis shall| determine how well the testing methods such as the No coverage analvsis is phase with the aim of ensuring explicitly address
analysis |be performed.|verified the code structure). They| structure-based testing 9 y that each compliance with | Coverage analysis.

accomplish traceability between
the implementation of the
software requirements and their
verification. (6.4.4.1 and 6.4.4.2).
Case of the highest software level
(6.4.4.2) and of unexecuted code|

method (see tables A.5, A.9
and B.2 in annex).

(6.4.4.3).

required.

requirements has been tested|




lAudits shall be carried out with
Independence as planned.

Audits shall ensure that the
IAudits shall be . .. _|coded software complies with
. Quality assurance audits : -
performed to Quality assurance and . the design, that testing
. - : and acquirer-conducted .
verify the . . configuration management : . . processes are performed Quality assurance
g Quality assurance audits shall be . . configuration audits shall . .
. compliance : . audits shall be carried out. : accurately and completely, [audits shall be carried
Audits . carried out. (see quality . be carried out. (see . ;
with assurance process) (see quality assurance and quality assurance that the documentation out. (see quality
requirements, P configuration management - . |complies with standards, that| assurance process)
process and configuration X
plans and processes) processes comply with
contract management)

requirements, and that cost

and schedule are respected.
(6.7) See also quality
assurance process.




Verification: Testing process

Standards
Title Objective DO 178b IEC 61508 MIL-STD-498 ISO/IEC 12207 ISO 9000-3
summary
Test cases should be established
to ensure testing of the software
requirements. Tests to be applied
during the three testing phases gi\-ll—lejs ;tgﬂig;dce
shall be ;pecmed: The developer shall on what should be
Test cases should be based -module testing (7 .4.5.4), establish test cases (in considered in
primarily on the software -integration testing terms of inouts establishing the
requirements. Two categories of| (7.4.5.5,7.4.8.1,7.4.8.2) and expected resuplts énd test s ecificgtions
requirements-based test cases| -programmable electronics e\?aluation Criteria) agtivitieS'
are specified: normal range test | integration testing (7.5.2.1 to ' [The developer shall establish and .
: e procedures and data -test objective
for normal inputs and conditions,| 7.5..2.4, 7.4.3.2.!) Methods such for testing: document test cases and -types of tests'
Test case | To establish and robustness test cases for |as probabilistic testing, dynamic units (5.7 2') procedures for testing: -units -tesyt cases. data
: abnormal inputs and conditions. analysis and testing, data o S (5.3.7.1.b) -unit integration R
selection | test cases. : I ; . - -unit integration in e results, criteria...
Guidance for both categories is [recording and analysis, functional CSCls (5.8.1) (software qualification) (5.3.8.4) - The standard
given. (6.4.2) The testing and black box testing, -HWCI/C.:S.CI software/hardware integration specifies some
activities and the independence | performance testing, interface integration (5.10.1) (system qualification) (5.3.10.2) hases that ma
of those performing them are testing, formal proof, static HV8CI' hardWaré P be tested: y
graded against software level. | analysis, software complexity confi ur. ltem CSCI: _software item. tes
(See tables A.6 and A.7 in annex |metrics are required for software comgutér Soft conl. integration test
A testing for higher safety integrity P ltem ' -system test
. level. The -acceptance test
required/recommended use of (5.7.5.1)
methods is indexed against the T
software integrity level (SIL). (see
tables in annex A and B)
To execute the|The requirements-based testing The developer shall test:
8 ) . . I ph Junit | - i
three testing methods are: The three successive testing ,[Sei\t’ii;a(g 7a:;s_eSs?ug;t each unit ?5nd3 ?a;)h database The standard
phases: -hardware/software integration phases : S . L provides a
) ; integration testing -unit integration (software ;
-module testing are: P : guidance on what
- . . . . (5.8.2-5.8.4), qualification testing) (5.3.9)
testing, -software integration testing  |-software module testing (7.4. 7) CSCI/HWCI fiware/hardware intearation should be
; -software -low-Level testing. -software integration testing (7 | . . . -software/hardware Integration | o nsjgered when
g g g
Testing intearation The hardware/software 4.8) integration testing (system qualification testing the supplier
Phases 9 . : : . T . (5.10.2-5.10.4) The | (5.3.11). Test results shall be : ;
testing and integration testing requires a -programmable electronics developer shall record documented and reviewed for carries out testing.
. specific environment or strategy. integration testing (7.5.2). test and analysis conformity to expected results (5.7.5.2) The
hardware/soft| (6.4.3) Testing the executable [The results shall be documented results in a roy riate ualificat)i/on tes?in concludeé standard
ware object code is not required for the|(see Data recording and analysis| PRrop Q g addresses field
) . | a . Software Developmentjwith successful audits followed by ;
integration | lowest software level (see table in table A.5 annex A). Files (SDF) the establishment of a baseline testing (5.7.5.3).
testing. A.6 in annex A). '

for design and code.




Software configuratlon management process

baselines and aid
the verification

throughout the service life. (7
.2) The depth of the SCM
control (CCl or CC2) placed on
the data is specified In
subsection 7.3. The
configuration management
activities and the independence)
of those performing them are
graded against software level
(See table A.8 in annex A).

requirements for
software safety continue
to be satisfied. (6.2.3.a)

Standards
Title Objective summary DO 178b IEC 61508 MIL-STD-498 ISO/IEC 12207 ISO 9000-3
Software configuration mgﬁ;“gﬂgﬂfg a
management (SCM) is applied 9 t discioli
in agreement with the planning trTatmagtla_metn h's.c'pl |ned
process and the software da gr_)ptle? e(a_nlc? arl
configuration management plan @ tr;]wlnés ra I'Ve |ref 'Og 0
(7:and 7.1). The SCM process The configuration sﬁ e(\)/r? Ici)fzrzeglea(?f
includes the activities of Soft i i mana egment ftpp f.y i
configuration identification, r%avxgr?er%%nn;g(g%l\l/%n rocess isg a processiit o letire C|On |gur? IOQI
To define and controll  change control, baseline sh%uld anol p for anml Fi)n Itc?:gTéte:jsdaoio ri%?ltlgf}or?
software establishment, and archiving of S pply or applying u |
. . ; - administrative and administrative and The CM process
configuration, the software product, including . . = . .
: technical controls 5.14 The developer shall  technical proceduresjcomprises: -configuration
manage the related software life cycle i ! eon!
General confiquration data. The SCM process does throughout the software| support acquirer-conducted throughout the identification
requirement 9 ) .~ |safety lifecycle, in order configuration audits as software life cycle | -configuration control
changes, control not stop when the product is R : '
S h e to manage software specified in the contract. (6.2). The -configuration status
process inputs and | accepted by the certification ; . -
; - . changes and thus (5.14.2) configuration shall accounting
outputs, establish authority but continues o . . - .
ensure that the specified be reviewed -configuration auditing

(configuration
evaluation, 6.2.5.1
and documentation
verification. 6.4.2. 7)

The level ofCM can be
tailored to each project.
(6.1.1) Only verified
development outputs
should be submitted to
CM and accepted for
subsequent use (5.7.6).
Tools should be placed
under configuration
control prior to use. (6.6)

Configuratio
n
Identification

To label
unambiguously each
configuration Item
and its successive
versions so that a
basis is established
for the control and
reference of
configuration items.

Configuration identification
should be done for life cycle
data and for each configuration
item. Configuration identification
should be done before the use
of configuration items and
before implementation of
change control and traceability
data recording. (7.2.1)

Configuration item
include at least safety
analysis and
requirements,
specification and design
documents, source code
modules, test plans and
results, all tools and
environments. (6.2.3.c)

The developer shall identify the
entities to be placed under
configuration control. These

entities shall include the
software products to be
developed or used under the
contract and the elements of
the software development
environment. (5.14.1)

Each software item
shall be identified
(6.2.2.1).

The CM process
comprises configuration
identification (6.1.1.).

Baselines
and
Traceability

'To define a basis for
further software life
cycle activity and
allow reference to,
control of. and
traceability between
configuration items.

Baselines should be established
for items used for certification
credit (7.2.2) A baseline for the
software product should be
established and defined in an
index (11.16). Baseline should
be protected from change.

To establish
configuration baselines
at appropriate points in
the development and to

guarantee the
composition of. and the
building of all baselines.

The standard does not provide
specific guidance on baselines|

Software items shall
be identified in a
baseline. (6.2)

(6.2.3.d)

The standard does not
provide specific guidance
on baselines.




Problem
reporting,
tracking and
corrective
action

To record and
resolve process non-
compliance with plan
and standards.
deficiencies of

outputs and

anomalous

behaviour of
products.

Problem resolution should be
ensured in establishing reports.
Problem reports that require
corrective action of the software
product or outputs of software
life cycle processes should
invoke the change control
activity. (7.2.3) Guidance on
reports is given (11.17)

After each verification,
the verification

documentation should

include non-

conformance. (7.9.2.5)

IAfter each testing phase (5. 7.4,
5.8.3.5.9.6.5.10.3 and 5.11.6),
the developer shall make
necessary revisions to the
software, participate in all
necessary retesting, and
update the appropriate software
development files (SDFs).

IA problem resolution
process shall be
performed and
reviewed. It ensures
that all identified
problems and non-
compliance are
analysed and quickly
resolved. and
enables to

understand problem

for tracking and recording

The supplier shall
establish and maintain
documented procedures

problems and
implementing corrective
and preventive action.
(4.4and 5.7 .5.2.c)




Software configuration management process

or disapproved and
to control feedback

system safety assessment process.
(7 .2.5)

reject the request (6.2.3.d)

changes, the steps to
be Followed to
process change

requests,(5.14.2).

Standards
Title Objective summary DO 178b IEC61508 MIL-STD-498 ISO/IEC 12207 ISO 9000-3
The developer s_haII Areas impacted by any
perform corrective modifications should
Configuration items and baselines| To apply change control action by preparing a be identified and
Recording, are protected against changes. Therg procedures, to document problc_em/change_report retested (5.7.5.2.d)
evaluation, should be a traceability between | modification procedures and |mplgment!ng a| The change control Where a software item
Change resolution and |changes and their origin. Throughoutf  (6.2.3.d) Modification corrective action procedure_s include an manifests a
control  [approval of changeq the change activity , data affected by |procedures (request, impact system for handling anally3|s and an nonconformity during
throughout the life | the change should be updated and| analysis, authorisation, each detected evalua_tl_on .Of changes, the development
cycle. records should be maintained. (7 |[documentation) are specified problem. Each a ve_rlflcatlon a_'Td an process, the
.2.4) in subclause 7.16.2 (part I). pro_b_lem shall be audit. Traceability of investigation and
classified by category | each change shall be resolution of such
and priority (with the [ensured. An audit Sha”nonconformities should
help of Appendix C). be be controlled and
(5.17) (ljonfigudration pﬁrformedfto cfontrol recorded.(6.1.3)
Confirmation that affected control procedures | changes of software | 5, js of the root
Tohensure that configuration items are configuration | . f es:ablhsh Levels c')tfh ltemsflr?p_)ler_rtw_enltmg causes of non-
Change changes are identified. Feedback about safety- To analyse the impact of {CONMrol, persons wi salety- crntica conformities may
review assessed, approved related changes is provided to the modification, to approve or | authority to make functions. (6.2.3.1) provide input to

corrective and
preventive action.
(6.1.3)

Configuratio
n status
accounting

To provide the

status and history of
configuration items.

The objective of the status
accounting activity is to provide data
for the configuration management
with respect to configuration
identification, baselines, problem
reports, and change control (7.2.6).

To document information to
permit a subsequent audit
(configuration status, release

status...). (6.2.3.e)

Configuration status
accounting is required
in subclause 5.14.3 .

Configuration status
accounting is required
in subclause 6.2.4.1 .

The CM process
comprises
configuration status
accounting (6.1.1).

Archive,
retrieval and
release

'To process life cyclg

data so that they
could be retrieved
and duplicated
without errors and
their integrity could
be ensured. To
control that only

authorised software

Archive and retrieval activities aim at
ensuring that the life cycle data
associated with the software product
can be retrieved in case of a need to
duplicate, regenerate, retest or
modify the software product. Release
activities aim at ensuring that only
authorised software is used. (7.2. 7)

is used.

To document the software

release to permit
maintenance and

modification throughout the
operational lifetime. (6.2.3.f)

The standard does not|
provide specific
guidance on archives.

Original code and
documentation shall be
maintained. Software
and documentation
release shall be
controlled. (6.2.6.1)

The supplier should

establish and maintain|

documented
procedures for
replicating, delivering
and installing the
software items or
products. (5.9)




Software
load control

To ensure that the
executable object
code is loaded into
the

system with
appropriate
safeguards.

Procedures for part numbering and
media identification shall be
implemented Records should be kepf]
that confirm software compatibility
with the airbome system or hardware
(7 .2.8) Considerations about field-
loadable software are provided. (2.5

The standard addresses
installation (7.13 of part I).

The standard does not
provide specific
guidance on load
control.

The standard does not
provide specific
guidance on load
control. However the
developer shall
establish an installation|
plan and load the
software product as
specified in this plan.
(5.3.12)

The standard
addresses installation|
(5.9.5).

Software life
Cycle
Environment]
control

To ensure that the
tools used to
produce (develop,
control, build, verify
and load) the
software are
identified, controlled
and retrievable.

Configuration identification should be]
established for the executable object
code of the tools used to develop,
control, build, verify and load the
software. Control Categories CCl and
CC2 apply to the Qualified tools. At
least CC2 is applied to the other

tools. (7 .2.9)

The guidance on

configuration management
does not include specific
requirements for life cycle

environment control.

The guidance on
configuration
management does not
include specific
requirements for life
cycle environment
control.

The guidance on
configuration
management does not
include specific
requirements for life
cycle environment
control.

The guidance on
configuration
management does nof
include specific
requirements for life
cycle environment
control.




Software quality/safety assurance process

requirements

the approved software plans

applied as defined by the
software quality assurance
plan.

and standards. The process i

- A conformity review of
the software is
conducted (8.1) The
SQA activities and the
independence of those
performing them are
graded against software
level (see table A.9)

the lifecycle (8.2.3

.) and may be carried out
after each phase or after
a2 number of phases (8.2.4
.). The minimum level of
independence of those
carrying out the FSA is
specified in tables 4 and §
(clause 8 .).

and that each
Required product
exists and has
undergone
evaluations, testing
and corrective action.
(5.16.1)

and the
documentation
(6.3.2) comply with
requirements and
plans.

Standards
Title Objective summary DO 178b IEC 61508 (.in partl) MIL-STD-498 ISO/IEC 12207 ISO 9000-3
The objective of the . .
Objectives of SQA is to functional safety T,: ne dsm?rllgi nsgil(l:ue;t:r?:;h
obtain assurance that : | assessment (FSA) is to Software qualit rocedures for implementin
- Software developmentinvestigate and arrive at A ssurance e\(/qaluagilons P internal audits Po verify 9
To provide confidence that the|processes and integral judgement on the . ) Y
. - . . shall assure that each The quality whether quality activities
software life cycle processes | processes comply with{functional safety achieved, oo . ;
activity is being assurance process comply with planned
produce software that conforms) - approved plans and by the E/E/PE safety- Performed in should ensure that Arrangements and to
to its requirements by assuring standards. related systems. (8.1 .) : g .
hat th " o h hall b lied accordance with the the processes |determine the effectiveness
General that t ese processes are |- Transition criteria are |\ The FSA shall be applie contract and the plan |(6.3.3), the products| of the quality system. (4.3)
performed in compliance with satisfied to all phases throughout e o

The supplier shall establish
and maintain documented

procedures for identification,

collection, indexing, access,
filing, storage, maintenance
and disposition of quality

records. (6.3.1) The standard
addresses measurements of

the quality. (6.4)

Activities

all quality assurance
procedures.

[To perform audits and carry out

To provide assurance,
with authority and
independence, that
plans and standards are
developed and
reviewed, that life cycle
processes and products

comply with all plans
and standards by means
of audits. (8.2)

Those carrying out the
FSA shall have access to
all persons involved in
any lifecycle activity (8.2.2

They shall consider the
activities carried out and
the outputs obtained
during each phase and
judge the extent to which
the objectives and
Requirements in this
standard have been met
(8.2.3.). They also
consider the extent to

to previous
recommendations of the
FSA have been made

of the FSA,

which changes pertaining

(8.2.6 .). At the conclusion

recommendations shall bg

The developer shall
conduct on-going
evaluations of
software Development]

activities and the
resulting products.
(5.16.1) The developer
shall prepare and
maintain (for the life of
the contract) records
of each quality
assurance activity .
(5.16.2) Persons
responsible for this
process shall have
independence,
resources,
organisational freedom
and authority to permit
objective evaluations
and to initiate and
verify corrective

The results of other
integral processes
(verification,
validation, joint
reviews or audits)
can be used. Co-
ordination with these
processes should be
ensured. Detected
non- Compliance
with requirements
should be processed
(problem resolution
process). Persons
responsible for this
process shall have
independence,
resources and
authority (6.3.1)

produced (8.2.10 .).

actions. (5.16.3)

Internal quality audits shall

be scheduled on the basis of
the status and importance of

the activity to be audited and
shall be carried out by
personnel independent. The
results of the audits shall be
recorded. Follow- up audits
activities shall verify and
record the implementation
and effectiveness of the
corrective action taken. (4.3)
Quality records shall
bemaintained to demonstrate
conformance to specified
requirements and the
effective operation of the
quality system (6.3.1). The

standard addresses records

held on electronic media
(6.3.2).




Conformity
review

To obtain assurance, prior to
the delivery of software
products submitted as part of a
certification application, that
the software life cycle
processes are complete,
software life cycle data are
complete, and the executable
object code is controlled and

can be regenerated.

Activities of the review
are detailed. (8.3)

The standard does not
provide specific guidance
on conformity review.

The standard does not
provide specific
guidance on
conformity review.

The standard does
not provide specific
guidance on
conformity review.

Before offering the product
for delivery and customer
acceptance, the supplier
should validate the operation
of the product (see
\validation) in accordance with
its specified intended use,
when possible under
conditions similar to the
application environment.

(5.7.4)




Use of previous developed software

Standards
Title Objective summary DO 178b IEC61508 MIL-STD-498 ISO/IEC 12207 ISO 9000-3
The supplier and
The intention to use The'prev_|ous_, _de\_/elopt_ed _ The developer s_he_lll identify and Modification |customer should agree|
A . software's suitability in satisfying| evaluate pre-existing developer and document
To justify and control [ such software is stated X o ; plans,
. : the requirements specification software products for use in procedures for
the use of previous |in the plan for software S ) - ) procedures and| . .
: shall be justified during safety | fulfilling the requirements of the . incorporating changes
developed software. [aspects of requirements. lanni d bei ffecti reviews shall | f d
To assess the issues(Traceability from product planning.(7 .4.2.11) A contract and being cost-effective. be developed In & software product
- ) ; modification of a validated The scope of the search and the resulting from the need
Use of associated with the |and data of the previous - . L and A
: ; N software shall be initiated only on| evaluation criteria shall be as to maintain
Previous use of previously application to the new . . - . documented.
L the issue of an authorised |described in the development plan. performance. A
developed | developed software | application should be e o . The software .
. - modification request under the |(4.2.3.1) Appendix B is a guidance guidance on these
software including ensured. In general, the d ified duri for i ina MIL-STD-498 f shall be d . ided
modifications, change impact of any procedures specified during | for interpreting -STD-498 for changed in procedures is provided.
. S o O safety planning. Impact on the |incorporation of reusable software, . (5.9.4) Maintenance
of installation, change| modification should be . compliance
oo . system functional safety shall be| products (RSP). The RSP may be . (problem Reports,
of application assessed against the . ; e with the
h o analysed, ensuring that the Jused as-is or modified and may be| change procedures,
environment... objectives of the : . . . development : o
software safety integrity level is used to satisfy part or all the corrective action) is alsg
standard. (12.1) : - process. -
sustained. (7 .8) requirements. addressed in subclause
5.10.
Tool Qualification
Standards
Title Objectlve summary DO 178b IEC 61508

If tools are used as part of design or
assessment for any overall, E/E/PES and
software safety lifecycle activity, they should
themselves be subject to the functional safety
assessment. The degree to which the use of
tools will need to be evaluated will depend upon
their impact on the functional safety of the
system. (8.2.5 in part I)

A tool may be qualified only for use on a specific system.
The configuration management and quality assurance
processes should apply to tools to be qualified. Tools

should be qualified according to the type (development o

verification tools). (12.2)

Tools should be qualified to ensure that

General they provide confidence at least equivalent
requirements to that of the processes eliminated,
reduced or automated.

Qualification of a tool is needed when processes are
eliminated, reduced or automated by the use of a tool
without its output being verified. If a tool is to be qualified,
the tool should satisfy the same objectives as the software
it produces. The software level assigned to the tool should
be the same as that for the software it produces, unless
the applicant can justify a reduction in software level of
the tool to the certification authority. The applicant should
prove and verify that the tool complies with its tool
operational requirements. (12.2.1)
Qualification criteria |The tool to be qualified should satisfy less| The qualification criteria for software verification tools [The standard only addresses verification tools

The standard only addresses programming
languages: the programming language selected
shall have a translator/compiler which has
either a certificate of validation to a recognised
national or international standard, or it shall be
assessed to establish its fithess for purpose.
(7.4.4.3)

Development tools can introduce errors,
therefore, stringent criteria shall be applied
to their qualification.

Qualification criteria
for development tools




for verification tools

stringent criteria because a verification too
cannot introduce errors, but may fail to
detect them.

should be achieved by demonstration that the tool
complies with its tool operational requirements under
normal operational conditions. (12.2.2)

used during system validation: validation tools
shall be qualified according to a specification
traceable to a recognised standard. (7.7.2.7)

Quialification data

The tool qualification process and data
shall be described in a document.

The data are the tool operational requirements (which
satisfy the same objectives as the software requirements
data and describe the tool operational functionality). For al

development tool, there are also a qualification plan
(which satisfies the same objectives as the plan for
software aspects of certification and describes the
qualification process) and a tool accomplishment
summary (which satisfies the same objectives as the

software accomplishment summary). (12.2.3)

No specific documentation is required for
gualification data.




Use of specific methods and technigues

Standards

Title

DO 178b

IEC 61508

Use of specific
methods and

An alternative method (for example: formal methods,
exhaustive input testing, product service history.) is
not recommended and should satisfy the objectives of
the standard. The effort for obtaining certification
credit of an alternative method is dependent on the
software level and on its impact on the life cycle. The

The standard requires/recommends the use of
specific techniques and methods at any stage of the
lifecycle commensurate with the SIL (see tables Al to|
A 10 and 81 to 89). Among these required methods,

techniques

applicant should justify the use of these methods.
(12.3) A guidance on method examples is provided.
(12.3.1 12.3.2 and 12.3.5) A specific verification
process should be implemented for multiple-version
dissimilar software. (12.3.3)

alternative methods such as formal methods are
recommended for specific lifecycle phases.

Software Certification
Standards
Title Objective summary DO 178b IEC61508 MIL-STD-498 ISO/IEC 12207 ISO 9000.3
Acceptance (5.1.5) To[When the supplier
conform to the is ready to deliver
General Legal recognition by the |The certification authority considers the| The certification |Independent verification standard, the the validated

requirements

certification authority that
the software complies with

the requirements

software as a part of the system and
does not approve it as a stand-alone
product. (section 10)

Certification
authority

This organisation carries
out the certification process)

The certification authority is an
organisation or person responsible
within the state or country concerned

with the certification of compliancewith
the requirements. (Glossary)

Certification
Planning

To establish communication
and understanding between

the applicant and the
certification authority

throughout the software life

cycle to assist the
certification process

The process is applied as defined by the]
planning process and the plan for
software aspects of certification.
(section 9) Certification activities and
the independence of those performing
them are graded against software level
(see table A 10 in annex A).

process is not
covered by the
standard as such.

Anyhow the
functional safety
assessment (FSA)
may be considered
as a mean of co-
ordination with the
certification authority

and validation (IV&V) is
not within the scope of
this standard. (3.23)

developer shall
implement all the life
cycle processes as

specified in the

contract. (1.4)

product, the
customer should
judge whether or
not the product is
acceptable. (5.8.1)

The developer shall
interface with the IV&V
agent(s) as specified in
the contract. (5.19.5)

The acquirer prepares
the acceptance
process and specifies]
the participation of the

Acceptance tests
should be
performed by the
customer or may
be performed on
behalf of the
customer by the
supplier or a third
party. (5.8.1)

The developer shall use]
software management
indicators to aid in
managing the
development process
and communicating its
status to the acquirer.
(See Appendix F)

supplier (developer).

Acceptance criteria

shall be established.
(5.1.5.1)

(5.19.2)

The supplier
should assist the
customer to
establish the
acceptance test
activities. (5.8.2)




Data
Submitted to
The
certification
authority

To obtain agreement with
the certification authority on

this plan

To submit the plan and other requested
data to the certification authority for
review at a point in time when the
effects of changes are minimal, to
resolve issues identified by the
certification authority. (9.1)

Certification
process

To provide evidence that
the life cycle processes
satisfy the plans

To arrange review of the life cycle
processes, to submit the software
accomplishment summary, the
configuration index and other requested
data, to resolve issues raised by the
certification authority as a result of its
reviews. (9.2)

The developer shall
provide the acquirer
access to developer and
subcontractor facilities,
including the software
engineering and test
environments.

The standard does not
address the data
submitted to the

certification authority .

The standard does
Not address the
data submitted to
the certification
authority.

The standard does not
address the certification
activities.

The acquirer performs
acceptance tests and
reviews (5.1.5.2) with
the help of the
developer (5.3.13).

The supplier
should carry out
acceptance tests.
(5.8.2)




